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1. Introduction

Update the Hedsam X software according to these instructions. This guide covers the update from version 10.2.4 to
version 11.0. Before updating to version 11.0, first update the older Hedsam systems with the 10.2.4 installer.

2. New License

From version 11.0 onwards, the Hedsam X software requires a new license. The licenses for the previous Hedsam X
versions are not compatible with the new version. Before you update the software, make sure that you have a
license which is compatible with the latest version. The new license is server specific and time-limited. The software
begins to notify the user 3 months before the license expiration date. When the license expires, the software
disables updates to the database and some of the services, such as the APl interface.

3. Server License Code

The new license also checks the license code of the server. To acquire the license code, use the HedsamX-
LicenseCode tool. The license code is needed when you order the license.

1. Download the HedsamX-LicenseCode.exe tool from the Hedengren Securityn Mediabank.
2. Copy the HedsamX-LicenseCode.exe file to the Hedsam X server where you require the license.
3. Right-click the HedsamX-LicenseCode.exe file and select Run as administrator.

The program starts and displays the 10 digit license code. It also copies the license code to the clipboard so you
can paste it, for example, in a Notepad *.txt file or directly in an email, if it is possible from the server.

B | C\Hedengren\HedsamX-LicenseCode.exe - O *

4. Backup

Take a security backup of the entire Hedsam software installation (directory C:\Hedengren\Hedsam) or a snapshot
of the entire server. If you run into unexpected issues during the update, you can use the backup to restore the
previous version. Before taking the backup, shut down all Hedsam X programs and services.
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5. Software Installation

Use the installer to install version 11.0 software.
1. Right-click the installer and select Run as administrator.

2.  When the installation begins, you receive a notification about the license requirements.

Huomio X

Hedsam X licenses created before version 11.0 are no longer
valid from version 11.0 onwards

Use of the software requires an official machine-specific
license.

Do not install a new version if you don't have new license
available during the installation that was created for the
target computer!

| v

X

When you have acquired the new license, you can continue the installation.

3. Select theinstallation language, Suomi or English.

Install Hedsam X 11.0 X

Tervetuloa Hed X ohj

T&m& asennusohjelma asentaa Hedsam X ohjelmiston koneeseesi,

Valitse alta haluamasi kieli, jota haluat kéyttaa asennuksessa.

* Suomi
" English

Seuraava > | x Peruuta
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4. Select the programs you want to install. Only selects the programs which you are going to use. Hedsam X

Desktop and Hedsam X Webserver are mandatory.

Install Hedsam X 11.0

Select parts to install

Select which programs you want to install

[l Hedsam X Desktop, version 10.0.0

| Hedsam X Webserver, version 2.0.0 (apache 2.4.50)
Hedsam X Aperio, version 1.4.2
Hedsam X Api Server, version 2.0.1 {nginx 1.21.2)
Hedsam X Precense Server, version 1.1.0 (nginx 1.21.2)
Hedsam X TA Web Server, version 1.2.1 (nging 1.21.2)

Information

This installation incdudes Hedsam X Desktop programs:
Databus Controller, Pollviewer, HControl, HCale, HLink, HConfig etc.

Mote! This package must be installed before other Hedsam X services can be used.

< Prev | Next = | x Cancel

e Hedsam X Desktop includes the following programs: Databus Controller, PollViewer, HControl, HCalc,

HLink, HConfig ja HConfigDB. (mandatory)

e Hedsam X Webserver includes the web user interface. (mandatory)

e Hedsam X Aperio is a communication service for Abloy Aperio hubs.

e Hedsam X API Server is an interface for external applications, such as Precense Webserver and TA Web

Server.

e Hedsam X Precense Server is a presense table, which shows the person’s status based on work time

registration or control group information.

e Hedsam X TA Web Server serves the mobile application.

When you have selected the programs to be installed, select Next.

5. The summary lists the selected programs.

If you are happy with the selection, select Next. If you want to modify the selection, select Prev. The installer

returns to the previous step.

Install Hedsam X 11.0

Summary

Programs selected to instal

Hedsam X Desktop, version 10.0.0
Hedsam X Webserver, version 2.0.0 (apache 2.4.50)

The installation contains multiple separate smaller installations, which will be executed
after each other. After every run, execution wil return to this program. Te continue to
the next phase select Mext”

Select Next” to start installation.

< Prev

X cancel
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6. The Hedsam X Desktop programs are installed first. Follow the instructions and read the help texts in the
installer window. Select Next.

Welcome to the InstallShield Wizard for Hedsam
X10.0

The InstallShield Wizard will install Hedsam X 10.0 an your
computer. To continue, dick Next.

< Back Mext = Cancel

7. Select the language for the Hedsam X Desktop programs (Finnish or English) and select Next.

Hedsam X 10.0 - InstallShield Wizard *

w

Language Selection

Select language to use in Hedsam desktop application

(®) Finnish
() English

o Note! Once the program is installed, you must reinstall the program to change the language setting.

8. Select the setup type, Default or Custom.

Hedsam X 10.0 - InstallShield Wizard X

Choose Setup Type
Select how you want to proceed.

Select setup type.

(O Default
-:; Program wil be installed with default settings.

@ Custom
.%: User can select which program features will be installed.
e

< Back Cancel
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e The Default option installs all the programs with default settings. The programs are installed in the
following directory with the settings reset for all the services to be installed:
C:\Hedengren\Hedsam\Desktop\10\.
[ ]

The Custom option allows you to select a different installation directory on the server and select whether
the settings for the services are reset.

The recommendation is to use the Custom option. When you have selected the setup type, select Next.

Select the installation directory. To modify the directory, select Change. To use the default directory
(recommended), select Next.

Choose Destination Location
Select folder where setup will install files, \

' Install Hedsam X 10.0 to:
C:\Hedengren'Hedsam'Desktop! 10

Change...

< Back Next > Cancel

10. Select the name for the program folder. To modify the name, type the new name in the Program Folder field.
To keep the default name (recommended), select Next.

Hedsam X 10.0 - InstallShield Wizard >

Select Program Folder
Please select a program folder. l
Setup will add program icons to the Program Folder listed below. You may type a new folder
name, or select one from the existing folders list. Click Next to continue.
Program Folder:
iedsam X |

Existing Folders:

Administrative Tools

Aperio Programming Application 25.0

Classic Shell

Devicelnstaller

F-Secure Computer Protection

Hedengren Security v
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11. Select the services to install. You can select all the services, even if all of them are not used. The
recommendation is to reinstall all the services. When you have selected the services, select Next.

All the selected services are installed with default settings and manual startup mode. Modify the service
settings after the update is complete.

edzam X 10.0 - InstallShield Wizard *

Choose Services to Install
Select services you want to install.

Note! If service already exists, its properties will be set to default values.

Hedsam Databus Controller

[] Hedsam Hours Caleulator
Hedsam HLink

iedsam Aperio Post-service
Hedsam TAXConnect

[/] Hedsam Emai Server

Select All Clear Al

< Back Next > Cancel

12. The summary lists the selected settings. If you want to modify the settings, select Back. If you want to begin the
software installation, select Next.

Hedsam X 10.0 - InstallShield Wizard X

Start Copying Files

Review settings before copying files,

™)

Setup has enough information to start copying the program files. If you want to review or
change any settings, dick Back. If you are satisfied with the settings, dick Next to begin
copying files.

Current Settings:

Hedsam will be installed to the folder:
- C:YHedengren'Hedsam \Desktop\10

Programs shortcuts will be placed to folder:
- Hedsam X

Services to install:
- Hedsam Databus Controller
- Hedsam Hours Calculator
- Hedsam Hink

13. The installer notifies when the Hedsam X Desktop installation is ready. Select Finish and wait a moment. The
installation of the next part begins.

Hedsam X 10,0 - InstallShield Wizard

InstallShield Wizard Complete

Installation is ready.

< Back Cancel
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14. To continue the installation, select Next.

Install Hedsam X 11.0

Installing

Installing ... phase 1/2
Hedsam X Desktop, version 10.0.0
Ready.

Select Mext” to continue.

| MNext > | x Cancel

15. The installer begins the next phase of the installation.

Install Hedsam X 17.0

Installing

Installing ... phase 1/2
Hedsam X Desktop, version 10.0.0
Ready.

Installing ... phase 22
Hedsam X Webserver, version 2.0.0 (apache 2.4.50)
Ready.

Installation is ready.

| | X Finish

GHEDSAM

16. Select if you want to install a new instance of the Hedsam X Webserver user interface or update the existing

installation. The recommendation is to install a new instance. Select Next.

Hedsam Webserver (apache 2.4.48) - InstallShield Wizard

Setup has detected one or more instances of this application already installed on your system.
‘fou can maintain or update an existing instance or install & completely new instance.

(®) Install a new instance of this application.
(O) Maintain or update the instance of this application selected below:

Display Mame Install Location

Hedsam Webserver C:\Hedengren'Heg
Hedsam Webserver_2 (C:\Hedengren'\Hedsam\Webserver\1.6.7_2) C:'Hedengren'He|
Hedsam Webserver_3 (C:\Hedengren'Hedsam\Webserver\1.6.7_3) C:\Hedengren'He|
Hedsam Webserver_4 (C:\Hedengren\HedsamWebserver\1.6.7_4) C:\Hedengren'\He|
Hedsam Webserver _5 (C:\Hedengren'Hedsam\Webserver\1.6.7_5) C:\Hedengren'He|

< >

- X
Existing Inst: Detected
Select the appropriate application instance to maintain or update,
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17. Next the installer installs the Hedsam X Webserver user interface. Follow the instructions and read the help
texts in the installer window. Select Next.

Hedsam Webserver (apache 2.4.48) - InstallShield Wizard x

Welcome to the InstallShield Wizard for Hedsam
Webserver (apache 2.4.48)

The Installshield Wizard will install Hedsam Webserver
(apache 2.4.48) on your computer. To continue, dick
Next,

18. Select the language used on the login page of the web user interface, and select Next.

Hedsam Webserver (apache 2.4.48) - InstallShield Wizard X
Default language

The selected language will be used at the login page

() English

(®) Finnish

() Swedish
O Morwegian

19. Select the installation directory. To modify the directory, select Change. To use the default directory
(recommended), select Next.

edsam Webserver (apache 2.4.48) - InstallShield Wizard

x
Choose Destination Location
Select folder where setup will install files. \

. Install Hedsam Webserver (apache 2.4.48) to:
C:\HedengrenHedsam\Webserver2.0.0 Change...

< Back Next = Cancel
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20. The installer prompts whether you want to install the worksite extension together with the user interface. If you
do not want to install the worksite extension (recommended), leave the option unchecked and select Next.

Hedsam Webserver (apache 2.4.48) - InstallShield Wizard

Select Features
Select the features setup will install.

"y

X

Select the features you want to install, and deselect the features you do not want to install.

Description

Ml Hedsam Webserver Worksite extension

76.48 MB of space required on the C drive
286418.39 MB of space available on the C drive

21. If you want to modify the settings, select Back. If you want to begin the software installation, select Install.

Hedsam Webserver (apache 2.4.48) - InstallShield Wizard

Ready to Install the Program
The wizard is ready to begin installation.

W

X

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

< Back Install Cancel

22. The installer notifies when the Hedsam X Webserver user interface installation is ready. Select Finish and wait a

moment.

Hedsam Webserver (apache 2.4.48) - InstallShield Wizard

InstallShield Wizard Complete

The InstalShield Wizard has successfully installed Hedsam
Webserver (apache 2.4.48). Click Finish to exit the wizard.

< Back Cancel
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23. If you selected other programs to install in step 4, select Next. Otherwise the installation is complete and you

can select Finish.

Install Hedsam X 11.0

Installing

Installing ... phase 1/2
Hedsam ¥ Desktop, version 10.0.0
Ready.

Installing ... phase 22
Hedsam ¥ Webserver, version 2.0.0 (apache 2.4.50)
Ready.

Installation is ready.

X Finish |

6. Installing the License

Copy the new license file hedsam.license to the following directory: C:\Hedengren\Hedsam\Desktop\10\.

MName Date modified

Regist
Log
Images
Hours
Event
Emails
Email_Templates
Data
Bitmaps
|j hedgraph
[E] FilesCheck

| ] hedsam_license

7. Database Conversion

- -
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder

File folder

XML Document

Text Document

LICENSE File

Size

13 KB

To use the features of the new Hedsam X version, you must convert the old 9.3 database to be compatible with the
10.x version. The database update program is in the Convert folder of the Hedsam X installer.

P

Name Date modified
Convert 6.10.2021 7.39
Hedsam Aperic 4.10.2021 14.29
Hedsam Api Server 5.

Hedsam Desktop 4.10.2021 14.29
Hedsam Presence Webserver 4.10.2021 14.29

Hedsam TA Webserver 4.10.2021 14.29

Hedsam Webserver

Install Template

%] borlndmm.dil
] cc3260mt.dll
7] cc3290.d1l

7] cc3290mt.dll
T Install

£] install

E] note

Oy Hedengren Security Ab | Lauttasaarentie 50 | 00200 Helsinki
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File folder
File folder
File folder
File folder
File folder
File folder
File folder

File folder

Application exten...
Application exten...
Application exten...

Application exten...

Application

Configuration sett...

Text Document

Size

32KB
1465 KB
664 KB
702 KB
806 KB
1KB
1KB
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1. Close all Hedsam X programs and services.
2. Take backups of the following hedsam02.db files.
e New empty database: C:\ Hedengren\Hedsam\Desktop\10\Data\hedsam02.db
e The old active database: C:\Hedengren\Hedsam\Desktop\9\Data\hedsam02.db
3. Take a backup of the registration data created by the old version: C:\Hedengren\Hedsam\Desktop\9\Regist\.
4. Copy the old database (hedsam02.db) and replace the database of the new version in the Data folder.

5. Copy the registration data of the old version (regist-vvvvkk.db) and paste it in the Regist folder of the new
version.

o Note! Do not replace the regist-tmpl.db file of the new version with the registration data of the old version.

6. Right-click the Convert\DbUpdate\DbUpdate_210902.exe file and select Run as administrator.

7. Make sure that the directory path of the database points to the Data-directory of the new version where you
copied the database. If the directory path is not correct, select Selaa and change it.

T Hedsam DbUpdate 210902 — ] X

Télla ohjelmalla voidaan ajaa paivitys 210902 Hedsam X
versioiden 9.1 - 9.4 tietokantaan.
Ennen muutosajoa sammuta Hedsam-ohjelmat ja -palvelut sekd

varmuuskopioi tiedosto Hedsam02.db seké leimaustiedostot, jos
niihin ajetaan muutoksia.

Perustietokanta  |eimaukset

Alla maaritetdan tietokantatiedosto, johon muutos ajetaan.
Oletuksena se osoittaa asennuksen mukaista tiedostoa.

C:'\Hedengren'\Hedsam\Desktop! 10\Data\Hedsam02.db | Selaa =

Lue versio Suorita muunnos

Loki

j-'L Sulje

Select Lue versio. The log displays the versions ot the old database and the batch file it was updated with.
Loki

= avataan tistokanta: Ci\Hedenaren'Hedsam\Desktop\10\Data
\Hedsamo2.db

*Luetaan nykyisen tietokannan versio
- Current version: 4.0
- Current batch: 200310-01
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8. Ifthe version is 4.0, select Suorita muunnos. When the update is complete, the log displays *Valmis.

Loki

* Avataan tietokanta: C:'\Hedengren'Hedsam'Desktop\10\Data ~
\Hedsam02.db
* pjetaan skriptit perustietokantaan. ..

- Begin Transaction

- Execute

- Commit Transaction

- VACUUM

* Valmis

9. Select the Leimaukset tab.

)

Talld ohjelmalla voidaan ajaa paivitys 210902 Hedsam X
versioiden 9.1 - 9.4 tietokantaan.
Ennen muutosajoa sammuta Hedsam-chjelmat ja -palvelut seka

varmuuskopioi tiedosto Hedsam02.db seka leimaustiedostot, jos
niihin ajetaan muutoksia.

Perustietokanta  Leimaukset

Alla maaritetdan leimausten tallennuskansio, johon muutos ajetaan.
Oletuksena se osoittaa asennuksen mukaista kansiota,

|C: \Hedengren'Hedsam\Deskiop' 10 Registh Selaa =

Suorita muunnos

Loki

* fvataan tietokanta: C:'\Hedengren'\Hedsam'Desktopl10\Data ~
\Hedsamd2,db
* Ajetaan skriptit perustietokantaan. ..

- Begin Transaction

- Execute

- Commit Transaction

- YACUUM

* Valmis
j-'L Sulje

10. Make sure that the directory path of the registration data points to the Regist-directory of the new version
where you copied the registration data from the old version. If the directory path is not correct, select Selaa
and change it.

11. Select Suorita muunnos. When the conversion is complete, the log displays *Valmis.

12. Close the DbUpdate_210902 program.

8. Checking Installed Files

You can check the installed files with the FilesCheck program, which is installed together with the Hedsam X
software in the C:\Hedengren\Hedsam\Desktop\10\ directory. FilesCheck reports if any crucial part of the system,
such as the license file, is missing.
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9. Troubleshooting

Why does the user interface inform me that the licenseisnot | The license file hedsam.license is not in the
installed? C:\Hedengren\Hedsam\Desktop\10\ directory.

+

A Eiturvallinen | https//127.00.1

Error: License not installed

Why does the user interface inform me that the license serial ~ The license file hedsam.license does not contain
number is invalid? the correct server license code. Use the
HedsamX-LicenseCode.exe tool to acquire the
+ ' correct license code and order a new license.

A Eiturvalinen | Btps//127.0.0.1

Error: License serialnumber is invalid

Why does the user interface inform me that Your connection | The software is delivered with unsigned

is not private? certificates, and even if you use HTTPS
connection, the browser cannot verify the
validity of the used (unsigned) certificate. Copy

X +

hitps//127.0.0.4
the signed certificates to the web server. See
A separate instructions for this.
Your connection is not private You may temporarily allow the connection by
Attackers might be trying to steal your information from 127.0.0.1 {for example, passwords, messages or . .
S ——— clicking Advanced > Proceed to 127.0.0.1
NET:ERR_CERT_AUTHORITY_INVALID (u nsafe) .

Privacy error x +

< C f A Notsecure | https//127.00.1 #r @ incognito (

This server could not prove that it is 127.0.0.1; its security certificate is not trusted by your computer's

operating system. This may be caused by a misconfiguration or an attacker intercepting your connection.

Proceed to 127.00.1 (unsafe)

Hide advanced Back to safety

Why does the user interface inform me that the connectionis  The software is delivered with unsigned

Not secure? certificates. To create a safe connection (green
lock), copy the signed certificates to the web
server. See separate instructions for this.

Privacy error

< C { A Notsecure | https//127.00.1
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